Abstract. The signcryption tag-KEM/DEM construction is naturally extended to the ring signcryption in this paper. The security model of hybrid ring signcryption which is constructed by ring signcryption tag-KEM/DEM is given in this paper. A hybrid ring signcryption from lattice theory is proposed which satisfies anonymity and identity authenticity. Moreover, based on the hardness of the learning with errors problem and the short integer solution problem, confidentiality and unforgeability of the proposed scheme is proven in the random oracles model.
Introduction
Signcryption concept was first proposed by Zheng [1] in 1997. Since then, a lot of new signcryption schemes [2] [3] [4] [5] [6] have been proposed. Ring signcryption scheme is proposed by combining the conceptions of ring signature and signcryption together which provides not only confidentiality and authenticity but also the anonymity of the sender. However, the identity authenticity of the actual signer may be important in practical applications [7] [8] [9] . To achieve identity authenticity in a different way, we make a natural extension from signcryption tag-KEM [6] to ring signcryption tag-KEM. And we also show how to build a hybrid ring signcryption scheme over lattice. In our proposed scheme, an actual signer can prove that he has generated the ciphertext by providing the symmetric key of the symmetric algorithm. Because that, besides the receiver, only the actual user knows the symmetric key of the symmetric algorithm.
Our work
Our main work is described as follows: 1. We adapt the signcryption tag-KEM + signcryption DEM construction [6] to the ring signcryption. 2. We extend the concept of ring signcryption to lattice-based cryptography [10] [11] [12] [13] [14] [15] and build a hybrid ring signcryption scheme using lattice cryptographic tools. We also prove that the proposed hybrid ring signcryption scheme satisfies confidentiality, unforgeability, anonymity and identity authenticity. 
2.Preliminaries

Lattice and Lattice Problem
Some Results on Lattice
We recall some main results in lattice cryptography as the following Propositions. Proposition 1 (PSF) [10] . Let n, m, q be positive integers so that q=poly(n) and m>5nlogq. There exists a probabilistic polynomial-time (PPT) algorithm SamplePre such that on input (A, T, y, s), where . Proposition 2 (Trapdoor sampling algorithm) [14] . For any prime q=poly(n) and m>5nlogq, there is a PPT algorithm that, on input1 n , outputs a matrix 
Hybrid Ring Signcryption
A hybrid ring signcryption scheme consists of two parts: ring signcryption tag-KEM and ring signcryption DEM. A ring signcryption tag-KEM is defined as tuple of six algorithms. Gen Gen Gen Gen = , These three algorithms generate the common parameter, the key of the user and the keys of the receivers, respectively. Sym algorithm is used to generate the symmetric key. Encap algorithm is a probabilistic key encapsulation algorithm. Decap is a deterministic key decapsulation algorithm.
A ring signcryption DEM consists as two polynomial-time algorithms: a deterministic encryption algorithm, Enc, and a deterministic decryption algorithm, Dec. This paper focuses on the IND-CCA2 security which is given in [8] . The IND-CCA2 security is defined by a game between the challenger and a three stages attacker A= ( A 1 , A 2 , A 3 ) .
The Proposed Lattice-based Hybrid Ring Signcryption Scheme
Lattice-based Ring Signcryption tag-KEM
Our proposed ring signcryption tag-KEM is described as follows: ---c Gen . Let n be a main secure parameter. q>2 and 
Anonymity and Authentication
Vector e is statistically close to Gaussian distribution,which leaks no information about the signer. The actual ring user can prove its identity by providing K and s.
Summary
In this paper, a lattice-based ring signcryption scheme is designed using ring signcryption tag-KEM + ring signcryption DEM technique whose security is proven in the random oracle model.
